
 

Sit(x) Web Administra�ve Dashboard Review 

1. To access the dashboard, please visit htps://parteamconnect.com/ 
a. Sign in with your organiza�on domain  

 
b. Don’t have a domain? Contact your agency administrator or sitx@partech.com  
c. Need to setup your account? Look for this email and setup your unique password 

and 2FA (if required)  

 
 

 
 

https://parteamconnect.com/
mailto:sitx@partech.com


 

2. Dashboard Home Screen 
a. Your home screen displays a moving map display that gives you quick situa�onal 

awareness on posi�on-loca�on informa�on of all your connected from a web 
user interface. Quickly send a message to the server, co-locate your teammates, 
and view your ac�ve agency federa�ons. In the top right, you will have access to 
no�fica�ons, administra�on, security logs, help, and your unique user profile.  

  

3. Administra�on Drop Down  
a. The admin dropdown give you the ability to set up working groups, add users, 

manage devices, set up agency federa�ons, create SOS incidents, manage 
disconnected environment solu�ons, control data packages, share content, 
access the data marketplace, configure video aliases, manage QR codes for 
events, setup authorized country access, import third-party bridge adapters, 
manage security se�ngs, and so much more.  

 



 

4. Groups 
a. A group is basically a server within a server concept. Set up working groups for 

different teams, events, shi�s, observers, volunteers, etc to manage the internal 
hierarchy of your overall organiza�on. You have access to unlimited groups and 
they can work as stand alone en��es or communicate uni or bi-direc�onally with 
other groups or outside agencies.  

 

b. A group or organiza�on administrator can manage an individual group just like 
the overall organiza�on. You have access to members, devices, federa�ons 
(internal and external), data packages, SA playback and se�ngs.  

c. SA Playback is your post-mission playback analysis breadcrumbs. Select a date 
and �me range, hit ‘Playback’ and you will see the tracks and ac�vity in the 
dashboard or can export them as a GeoJSON or create a KML file. 

 

 

5. Users  
a. Management of users is made easy with mul�ple op�ons for ge�ng users 

onboarded, managing logins, and monitoring usage. Users can be full-�me or 



 

part-�me and licenses can be re-assigned as necessary. To create a user, there 
are several ways to go about it. 

 

b. Add a User – Default Method  
i. Hit the +Add User in the Top Right > Enter a Name/Callsign and a usable 

email address for the user to access an invita�on. Select the groups they 
will have access to, decide if that user will be full-�me or temporary, and 
if they will be an administrator to the overall organiza�on, just a select 
group(s), and if they need to be a security auditor > click ‘Create User’ 

 

c. Accep�ng a User Invita�on – Look for an email from 
support@parteamconnect.com �tled ‘Invita�on Instruc�ons (check other/junk) 

 

mailto:support@parteamconnect.com


 

i. Setup a unique password (and 2FA if required – SMS or Auth App Choice) 

 

d. Alternate ‘Add a User(s)’ Method 
i. +01/+02/+03 // Trick (For users who self-administer end user devices or 

would prefer to setup accounts ahead of �me, this can be done with a 
singular email by adding a +___ number to create a new unique account 
within the same email for self-tracking [no numerical limit]). 

 

ii. Bulk user import – Under Account Se�ngs, select ‘Bulk User Imports’ > 
+Upload CSV File & Import a List of Contact Names/Email Addresses 

 

iii. See QR Code for Addi�onal Alternate Method with Events/Training 

 



 

e. Device Management 
i. Under the ‘Devices’ tab, you will see authorized devices, connected 

devices, and sequested devices. While this is not meant as an MDM, it is 
an easy way for you as an admin to control which EUDs have access to the 
server. If Joe loses his phone in the field, you can quickly ‘Revoke Access’ 
to his device without compromising the security of the server. You can 
pause a connected device, or even sequester new devices trying to access 
the server for the first �me (under account se�ngs > security).  

 

 

f. Federa�ons 
i. Connec�ng internal groups and working with external organiza�ons is a 

breeze with federa�on management. You will see Federa�on Requests, 
Exis�ng Federa�ons, and +New Federa�on. Federa�on can be pre-
planned and le� stale, stood up in real-�me, and can operate uni- or bi-
direc�onally with data flow between elements (arrows show dataflow 
direc�onality). Federa�ons are unlimited and can be done cloud to cloud 
or cloud to an on-prem GOTS TAK Server (contact for more details)  

 



 

 

g. SOS Incidents 
i. This se�ng allows you to place a red CoT marker out to all users within a 

specific group with cri�cal emergency details. Give it a name/iden�fier, 
enter essen�al notes (li�, insulin, etc), assign it to a group, and posi�on it 
with either a tracking link sent via SMS to the vic�m or punch in 
coordinates. 

 

 

h. Fly Away Kits are s�ll in development. Please contact us for more informa�on 



 

i. Packages 
i. Data packages can be both created and stored through the server 

func�onality in the portal or through TAK na�vely. To add a data package 
to the server, click the +Data Package buton in the top right, choose the 
file(s) you want to upload, give it a name, and select the group(s) that will 
have access to it > Click create package. Data packages shared through 
TAK will be stored for viewing/edi�ng/expor�ng on the server. 

 

 

j. Content 
i. Think of content as your secure ‘Dropbox’ -type feature to share files in 

real-�me with your teammates. Files can be TAK-specific such as overlays 
or standalone just as PDFs. (Note APKs cannot be directly uploaded into 
Content, the files must be zipped if/when you decide to share). Click the 
+Add Content in the top right, select the file you want, give it a 
name/descrip�on, and decide if all users or select users will have access 
to this piece of content > hit upload. Search bar is available for quick finds  



 

 

 

k. Marketplace 
i. While the Content sec�on is great for sharing informa�on you already 

have, the Marketplace was designed for administrators to have access to 
on-demand data from third-party vendors like BlackSky who can provide 
near-real �me imagery for an area of interest. Simply search for general 
area you are looking for, click show on map to view the overlay �le, and 
click add to library. This feature is currently a proof-of-concept currently 
in development, but please contact our team directly if there is updated 
imagery we can provide for a training exercise or real-life scenario. 



 

 

 

l. Video Aliases 
i. With the ability to pre-program all of your video streams for your 

connected users, full-mo�on video can quickly be accessed by anyone on 
your team. In TAK, simply click the cloud within the video player, and all of 
the video streams configured on your server will be published and 
available for users who have been granted access. Think of this as a 
‘Ne�lix’ type que for body-worn, fixed-posi�on, UAS/UGV, public access 
cameras, etc. 



 

 



 

 

m. QR Code Events 
i. This is an addi�onal onboarding method that was created for 

administrators to have a simple and secure method of ge�ng users 
online with their mobile devices. Simply click the +Create QR code in the 
top right, give the event a name and an expira�on date, and click create 
event. Users can scan the code, you as the admin would approve the 
device by the code displayed, and an account will be generated for the 
group you assign them to and the access delegated.  

 



 

n. Account Se�ngs – You will see an addi�onal menu of op�ons to include: 
Authorized Countries, Security, Contact Informa�on, Billing Informa�on, Bridge 
Adapters, TLS User Certs, Store-Forward Controls, and Bulk user Imports. 

 

i. Authorized Country 
1. Each server instance has a specified ‘Default Authorized Country’ 

and then the ability to add a list of ‘Authorized Country 
Excep�ons’ for login. If a user tries to login from an unauthorized 
country, the login will be barred un�l an excep�on has been 
made. While the overall AWS GovCloud instance resides in the US 
West region, an administrator can choose any country as their 
default as our so�ware is fully exportable for global use. To add an 
excep�on, click the +Add Excep�on buton, select the country, and 
choose a day/week/month (note, once you click ‘create excep�on, 
you can add addi�onal �me by clicking the +1 +7 +30 to the far 
right, or delete it.  



 

  

 

ii. Security 
1. User Authen�ca�on Methods approved are Email/Password, 

SAML2, and LDAP. 2FA is required by default but an administrator 
can control if they want to leave that on or disable. You can 
change se�ngs like having to approve a new device trying to ping 
the server (devices are sequestered un�l an admin explicity 
approves them), Inac�ve User Lockout Days, Browser Session 
Expira�on, Throtled Login Atepted, Device Authoriza�on Period, 
and Sharing with Solu�on Provider (PAR).  



 

 

iii. Bridge Adapters 
1. If you have third-party sensor data you are trying to incorporate 

into TAK, bridge adapters provides a route for those APIs (think 
NBC sensors, chemical detec�on -type). For more detailed 
informa�on, please see the Bridge Adapters Documenta�on 
sec�on or contact our team.  

 



 

 

 

iv. TLS User Certs  
1. While Android users will use the Sit(x) configura�on file, WinTAK 

and iTAK users will need an individual TLS user cer�ficate created 
to access a group on their device. Click +Create TLS User Cert in 
the top right, give it a name (all one word, i.e. WinTAKPeterson1), 
assign it to a user on the server, and select the group that cer�fate 
will grant access to. Note, a user can have mul�ple certs 
generated for mul�ple groups and or mul�ple devices – we advise 
that only one group connec�on per device be enabled at a �me. 
Transfer the file to the user, upload to iTAK or WinTAK, and you are 
good to go (see WinTAK/iTAK TLS Cert Instruc�ons for more)  



 

 

 

v. Store-Forward Controls 
1. This func�onality allows admins to control over how long different 

shared items will persist for connected and disconnected users. 
You also have the ability to track all delivered and undelivered 
messages from this se�ng.  



 

 

 

vi. Bulk User Imports (covered in sec�on d, part 2 – add users) 

 

For quick how-to videos, please see our video index here: Sit(x) Video Index 

 

For further informa�on, please contact us at: sitx@partech.com  

 

 

https://pargovernment.com/sitx-video-index
mailto:sitx@partech.com



