Sit(x) Web Administrative Dashboard Review

1. To access the dashboard, please visit https://parteamconnect.com/
a. Sign in with your organization domain

3 Log in

Sit(x) by PAR Government
Your situational awareness solution for any situation.

Sign in to your organization

Enter your organization's Sit(x) domain

your-domain | .parteamconnect.com

Next

b. Don’t have a domain? Contact your agency administrator or sitx@partech.com

c. Need to setup your account? Look for this email and setup your unique password
and 2FA (if required)

Invitation instructions

= support@parteamconnect.com

= P To = Tim

vt s

Someone has invited you to "NEC Demo" on parteamconnect.com, you can accept it through the link below.

Accept invitation
This invitation will be due on September 28, 2023 04:37 PM.

If you don't want to accept the invitation, please ignore this email.
Your account won't be created until you access the link above and set your password.

Sit(x) by PAR Government
Your situational awareness solution for any situation.

Set your password for
det1.parteamconnect.com

Password
I

Too short

Password confirmation

1 agree to the Terms of Service. Read our Terms of Service

O 1agree to the Rules of Behavior. Read our Rules of Behavior


https://parteamconnect.com/
mailto:sitx@partech.com

2. Dashboard Home Screen

a.

Your home screen displays a moving map display that gives you quick situational
awareness on position-location information of all your connected from a web
user interface. Quickly send a message to the server, co-locate your teammates,
and view your active agency federations. In the top right, you will have access to
notifications, administration, security logs, help, and your unique user profile.

3. Administration Drop Down

a.

The admin dropdown give you the ability to set up working groups, add users,
manage devices, set up agency federations, create SOS incidents, manage
disconnected environment solutions, control data packages, share content,
access the data marketplace, configure video aliases, manage QR codes for
events, setup authorized country access, import third-party bridge adapters,
manage security settings, and so much more.




4. Groups
a. A group is basically a server within a server concept. Set up working groups for
different teams, events, shifts, observers, volunteers, etc to manage the internal
hierarchy of your overall organization. You have access to unlimited groups and
they can work as stand alone entities or communicate uni or bi-directionally with
other groups or outside agencies.

b. A group or organization administrator can manage an individual group just like
the overall organization. You have access to members, devices, federations
(internal and external), data packages, SA playback and settings.

c. SA Playback is your post-mission playback analysis breadcrumbs. Select a date
and time range, hit ‘Playback’ and you will see the tracks and activity in the
dashboard or can export them as a GeoJSON or create a KML file.

5. Users
a. Management of users is made easy with multiple options for getting users
onboarded, managing logins, and monitoring usage. Users can be full-time or




part-time and licenses can be re-assigned as necessary. To create a user, there
are several ways to go about it.

b. Add a User — Default Method
i. Hit the +Add User in the Top Right > Enter a Name/Callsign and a usable
email address for the user to access an invitation. Select the groups they
will have access to, decide if that user will be full-time or temporary, and
if they will be an administrator to the overall organization, just a select
group(s), and if they need to be a security auditor > click ‘Create User’

c. Accepting a User Invitation — Look for an email from
support@parteamconnect.com titled ‘Invitation Instructions (check other/junk)



mailto:support@parteamconnect.com

i. Setup a unique password (and 2FA if required — SMS or Auth App Choice)

d. Alternate ‘Add a User(s)’ Method
i. +01/+02/+03 // Trick (For users who self-administer end user devices or
would prefer to setup accounts ahead of time, this can be done with a
singular email by adding a+____ number to create a new unique account
within the same email for self-tracking [no numerical limit]).

ii. Bulk user import — Under Account Settings, select ‘Bulk User Imports’ >
+Upload CSV File & Import a List of Contact Names/Email Addresses

Bulk User Import + Upload User C5V file
Bulk user import is a tool for upleading a comma-separated value (CSV) file consisting of user names and email addresses. For each user created
an invitation email will be sent to complete their sign up process

ake SV file contains just rows containing: quoted full name, a comma, and the quoted email address. No extra spaces or data should

Example file:

--- beginning of file---

"Doe, Jane","jane.doe@example.com”
"John Smith","john.smith@example.com"
"Jill Smith","jill.smith@example.com"

-- end of file ---

our file should not include the "--- beginning of file ---" and "--- end of file" bookmarks.

iii. See QR Code for Additional Alternate Method with Events/Training




e. Device Management

Under the ‘Devices’ tab, you will see authorized devices, connected
devices, and sequested devices. While this is not meant as an MDM,, it is
an easy way for you as an admin to control which EUDs have access to the
server. If Joe loses his phone in the field, you can quickly ‘Revoke Access’
to his device without compromising the security of the server. You can
pause a connected device, or even sequester new devices trying to access
the server for the first time (under account settings > security).

Callsign
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f. Federations

Connecting internal groups and working with external organizations is a
breeze with federation management. You will see Federation Requests,
Existing Federations, and +New Federation. Federation can be pre-
planned and left stale, stood up in real-time, and can operate uni- or bi-
directionally with data flow between elements (arrows show dataflow
directionality). Federations are unlimited and can be done cloud to cloud
or cloud to an on-prem GOTS TAK Server (contact for more details)




Administration / SOS Incdents

Federation Requests (1) Existing Federations + New Federation

ADSB (3 usfsdemo/usfsdemo Reme
ustsdemo / Integrato Remor
Flect Managment ¢ Demo Remo
usfsdemo / Integration Testing ¢ Fleet Managment Remo
it/ Remo
ADS'B 3 Demo2 Remor

Remor

dfpc/

g. SOS Incidents
i. This setting allows you to place a red CoT marker out to all users within a
specific group with critical emergency details. Give it a name/identifier,
enter essential notes (lift, insulin, etc), assign it to a group, and position it
with either a tracking link sent via SMS to the victim or punch in
coordinates.

Qsearch
505 Incidents
Inddent Identifier  Primary Group  Recent Note. Status Last Updated  Incident Dashboard
SOS testa forlan Day  Jolly Roger SOS test 4 for lan Day: Dispatching 11 months ago
sostest Day  sosTest SOS test 3 for lan Dayr Dispatching 11 months ago

SOStest 1forlan Day SO Test 505 Test 11

Dispatching 11 morths ago
TESTINIDENT  Josh Group  JHFISADF Dispatching

emergency Test 1 Demo Testing SO Inddent Dispatching

~—Back to SOS Incidents

Incident Name or Identifier =

Notes *

Group *

Latitude

Longitude

Victim Phone Number

Tracking Link

Response Status *

Emergency Response
Urgenct Priority, Critical Female, US, Age 23, Gunshot Wound, Ventiator
4
Select the primary group that wil be associated with this incident. | Carter County TN Sheriff's Office

Coordinates are optional and can be entered later, If you choose to enter coordinates, both latitude and longitude must be present and must be
wvalid.

Phone number is optional. If entered and the send tracking link option Is selected, 2 tracking link will be sent to the victim.
+18603031233

B Send tracking link?
Closed
® Dispatching

Responding

On Scene

Create Incident

h. Fly Away Kits are still in development. Please contact us for more information




i. Packages
i. Data packages can be both created and stored through the server

functionality in the portal or through TAK natively. To add a data package
to the server, click the +Data Package button in the top right, choose the
file(s) you want to upload, give it a name, and select the group(s) that will
have access to it > Click create package. Data packages shared through
TAK will be stored for viewing/editing/exporting on the server.

ADS-B U Erik Server [ Carter

VIP Event AeroNet Fly-
otball Game Day Wildlife Training NGO 1 Road Trip
Connect to TAK Server ADSB-X Integration

COPERS [ covid-19 [ KML Sender
GEOINT DevTAK [ Testing Exercise 13 [ Alpha Team

Create Package Cancel

j.  Content
i. Think of content as your secure ‘Dropbox’ -type feature to share files in

real-time with your teammates. Files can be TAK-specific such as overlays
or standalone just as PDFs. (Note APKs cannot be directly uploaded into
Content, the files must be zipped if/when you decide to share). Click the
+Add Content in the top right, select the file you want, give it a
name/description, and decide if all users or select users will have access
to this piece of content > hit upload. Search bar is available for quick finds



ontent®

Description

Content Users

Content Name®

TAK TLS Cert Upload Instructions for Sit(x).pdf 537 KB

v

TAK TLS Cert Upload Instructions for Sit(x).pdf

Onboat

rding for iPhone/iPad Users

® Include All Users Select Users Individually

Upload content Cancel

k. Marketplace

While the Content section is great for sharing information you already
have, the Marketplace was designed for administrators to have access to
on-demand data from third-party vendors like BlackSky who can provide
near-real time imagery for an area of interest. Simply search for general
area you are looking for, click show on map to view the overlay tile, and
click add to library. This feature is currently a proof-of-concept currently
in development, but please contact our team directly if there is updated
imagery we can provide for a training exercise or real-life scenario.




Video Aliases

With the ability to pre-program all of your video streams for your
connected users, full-motion video can quickly be accessed by anyone on
your team. In TAK, simply click the cloud within the video player, and all of
the video streams configured on your server will be published and
available for users who have been granted access. Think of this as a
‘Netflix’ type que for body-worn, fixed-position, UAS/UGV, public access
cameras, etc.




Video Aliases

s sddress




Event Name *

Expiration Date * @

# tim

@I @\:' 17R LL 57107 91381

Adams test camera feed
rtsp

MNearby tems

BCSO live stream
rsp

m. QR Code Events
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i. Thisis an additional onboarding method that was created for
administrators to have a simple and secure method of getting users
online with their mobile devices. Simply click the +Create QR code in the
top right, give the event a name and an expiration date, and click create
event. Users can scan the code, you as the admin would approve the
device by the code displayed, and an account will be generated for the
group you assign them to and the access delegated.

QR Code Event Details
Eclipse

Expires on 2023-10-12
Authorized Event Devices O

Authorize a Device

Enter the code displayed on the device

[ — o |

Device Manager

Device Name Callsign

W Delete Event

QR Code

Cancel




n. Account Settings — You will see an additional menu of options to include:
Authorized Countries, Security, Contact Information, Billing Information, Bridge
Adapters, TLS User Certs, Store-Forward Controls, and Bulk user Imports.

Administration / Account Settings

~ Account Detail

~ Account Status

~ Authorized Countries

Defauit Authorized Country: U
Authorized Country E
Authorized Country £
Authorized Country &

Authorized Country Excey
Authorized Country Exception:

~ Security

Share Administrative Controls with Solution Provi

~ Contact Information

i. Authorized Country

1. Each server instance has a specified ‘Default Authorized Country’
and then the ability to add a list of ‘Authorized Country
Exceptions’ for login. If a user tries to login from an unauthorized
country, the login will be barred until an exception has been
made. While the overall AWS GovCloud instance resides in the US
West region, an administrator can choose any country as their
default as our software is fully exportable for global use. To add an
exception, click the +Add Exception button, select the country, and
choose a day/week/month (note, once you click ‘create exception,
you can add additional time by clicking the +1 +7 +30 to the far
right, or delete it.
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Authorized Country Exception

Default Authorized Country

Authorized Country Exceptions ~ +

Country Code

1 Week

® 1 Month

Create Exception

ii. Security

1. User Authentication Methods approved are Email/Password,
SAML2, and LDAP. 2FA is required by default but an administrator
can control if they want to leave that on or disable. You can
change settings like having to approve a new device trying to ping
the server (devices are sequestered until an admin explicity
approves them), Inactive User Lockout Days, Browser Session
Expiration, Throttled Login Attepted, Device Authorization Period,
and Sharing with Solution Provider (PAR).




Administration / Account Seftings / Edit

© Groups
& Users

0 Devices

% Federations {
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& Packages

£ Content

W Marketpizce

Video Aleses

Qr Code Evert

© Account Settings

Siling nfermaton
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Bulk user impars

Administration / Bridge Agapter Documer
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B Users

0 Devices

% Federation:
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® Marketplace

Video Al
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@ Account Settings

Contact Infon

Siling Information
Bridge Adapters
LS User Cans

Store-Forward Controls

Deta ty | Conact  Biling
User Authentication Method Two Factor Authentication
R

ord ) SMS Two-Factor Authentication: NOT REQUIRED
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Single Sign-on (SAML
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w1 moneh

Browser Session Expiration e

Data Sharing with Solution Provider

xide cebug data to Solution Provider? @

wide faled login data to Solution Provider? ©
@ Share admin

 controls with Solution Provider? @

Update Organization [REIE

Bridge Adapters

1. If you have third-party sensor data you are trying to incorporate
into TAK, bridge adapters provides a route for those APIs (think
NBC sensors, chemical detection -type). For more detailed
information, please see the Bridge Adapters Documentation
section or contact our team.

% Bridge Adspters | @ Bridge Adapters Documentation

Client Credential Grant API

Clent Creo

2 Grants ot

to
with the current Secret Access Key to

ort Non Int

ve Clients (CLI, Gaemon:

ckground senvice

u ity acapters, etc). Each authorized Non Interactive Client s issued 2 unique Client Access Key, which is
I this case, the Access Token represents the Non Interactive Clent fself and not an actual end-w

When requesting an Access Token to a particular resource, for example ta.a Te
AccessToken, including the path to the Resource. A respective Nen Interas
401, Mot Authorized will be retumed instead of Access Token.

(Connect Group Webs:

ket connection, the Non Interactive Client provides its Client Access Key
Access Key will have rights to particuiar Resource and Scope, and if 2 claim

he Gesred Scope of the
quested to 2 particular Resource o Scope not auther

& Gl

< then

Bridge Adapter Scope
e Scape types curenty
cata I, Out,or Both ways,

ipported are *bridge-in, bridge-out, 3nd bridge-both ™. The bridge 00 Scopes types allow an authorized adapter to make 3 connaction to 3 TeamConnect Group WebSocket and brigge CoT trafic

When making 3 Seope claim requess
€ witrin the MyOrg Organ

the Non Interactive Client provides the path to the sesired Resource 2
‘on, the folowing Scope would be requested:

2 Seope type. For axample, to req < Token to bridge data out of Tesm Group with an D of Site-group.

yorg. takserven. partesuconnect. consEtx-group-97 3bS1c/ bridge-o

The Client Credential Grant Access Token is requesied viz 2 POS

= following endoaint: httpi//myorg.parteamconnect.com/api/vi/c

The Non Interactive Ciient must request 2 grant type of client credential, and it must provide its respective Client Access Key, Secret Key, and desired Scope.

Here

n example of Client Credential Grant Access Toen request for 3 bridge connection, assuming CLIEN

(CCESS_KEY 2ng CLIENT.

ariables contain the respective kays:

$ curl

-4 "grant_type-client_c

1568cTient

takserver = Sx-group-8973b51c/  bridge-out

3/elient_suth/token

oup-31dddScay .bridge-out

Once acquired, the Access Token can be Used to open 3 connection 1o the desired resourte.




Name *

Access Key ID

P2P Bridge?

Store & Forward?

Create New Bridge Adapter

255 e
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Create Bridge Adapter Cancel

iv. TLS User Certs

1. While Android users will use the Sit(x) configuration file, WinTAK
and iTAK users will need an individual TLS user certificate created
to access a group on their device. Click +Create TLS User Cert in
the top right, give it a name (all one word, i.e. WinTAKPeterson1l),
assign it to a user on the server, and select the group that certifate
will grant access to. Note, a user can have multiple certs
generated for multiple groups and or multiple devices — we advise
that only one group connection per device be enabled at a time.
Transfer the file to the user, upload to iTAK or WinTAK, and you are
good to go (see WiIinTAK/iTAK TLS Cert Instructions for more)
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v. Store-Forward Controls
1. This functionality allows admins to control over how long different
shared items will persist for connected and disconnected users.
You also have the ability to track all delivered and undelivered
messages from this setting.



Forward Controls / Set
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vi. Bulk User Imports (covered in section d, part 2 — add users)

For quick how-to videos, please see our video index here: Sit(x) Video Index

For further information, please contact us at: sitx@partech.com



https://pargovernment.com/sitx-video-index
mailto:sitx@partech.com



